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Abstract

This document provides information regarding the Communications Assistance for Law
Enforcement Act (CALEA) legal requirements.

CALEA was enacted by Congress on October 25, 1994 with the intent of balancing three
important policies: ‘to preserve a narrowly focused capability for law enforcement agenciesto
carry out properly authorized intercepts; to protect privacy in the face of increasingly powerful
and personally revealing technologies; and to avoid impeding the development of hew commu-

nications services and technologies.’

TR45 LAES Ad Hoc is providing this information with the hope that it will be of value to the
Standards Devel opment Organi zations developing lawful intercept standards for packet mode
technologies to meet CALEA obligations for such technologies.

1. original footnote 3 references[2] at 13.
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2 Acronyms

CALEA: Communications Assistance for Law Enforcement Act.
FCC: Federal Communications Commission, US,

HR: House of Representatives, US

LEA: Law Enforcement Agencies.

NPRM: FCC Notice of Proposed Rulemaking.

18 USC: Title 18 United States Code.

LAES: Lawfully Authorized Electronic Surveillance.2

2. [9) a8

2 Acronyms 3
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Introduction

This document provides information in the form of quotations and discus-
sions regarding Communications Assistance for Law Enforcement Act
(CALEA) legal requirements. The quotations are drawn from various sources
including CALEA itself, FCC orders, JSTD-025, and the House of Repre-
sentatives congressional report to accompany CALEA. It isthe hope of TR45
LAES Ad Hoc that thisinformation will be of value to the Standards Devel-
opment Organizations devel oping lawful intercept standards for packet mode
technologies to meet CALEA obligations for such technologies.

The House of Representatives Report gives the scope of CALEA. FCC 99-230
cc Docket No. 97-213, released after consideration by the FCC of filings on
privacy concerns, refersto this scope (nested quote) and to the need to protect
privacy interests:

“CALEA, enacted on October 25, 1994, was intended to preserve the ability
of law enforcement officials to conduct electronic surveillance effectively
and efficiently in the face of rapid advances in telecommunications
technology. In enacting this statute, however, Congress recognized the need
to protect privacy interests within the context of court-authorized electronic
surveillance. Thus, in defining the terms and requirements of the Act,
Congress sought to balance three important policies: ‘(1) to preserve a
narrowly focused capability for law enforcement agencies to carry out
properly authorized intercepts; (2) to protect privacy in the face of increas-
ingly powerful and personally revealing technologies, and (3) to avoid
impeding the development of new communications services and technol-

ogies.’3"4

Note: for the reader’ s convenience, quotes are in plain text and discussion is
initalicized text.

3.
4.

original footnote 3 references[2] at 13.

[8] at 2.

4 3 Introduction
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4  Definitions from CALEA

Communications Assistance for Law Enforcement Act, sec. 102 Definitions.

4.1 Call-identifying Information

“The term ‘call-identifying information’ means dialing or signaling infor-
mation that identifies the origin, direction, destination, or termination of each
communication generated or received by a subscriber by means of any

equipment, facility, or service of atelecommunications carrier.”®

4.2 Electronic Messaging Service

“The term ‘electronic messaging serviceS means software-based services
that enable the sharing of data, images, sound, writing, or other information
among computing devices controlled by the senders or recipients of the

messages.”

4.3 Information Service

“The term ‘information services --

(A) means the offering of a capability for generating, acquiring, storing,
transforming, processing, retrieving, utilizing, or making available infor-
mation viatelecommunications; and

(B) includes--

(i) a service that permits a customer to retrieve stored information from, or
file information for storage in, information storage facilities;

(ii) electronic publishing; and
(iii) electronic messaging services; but

(C) does not include any capability for a telecommunications carrier’s
internal  management, control, or operation of its telecommunications

network.”

[1] at sec.102.
id.
id.

4 Definitions from CALEA 5



4.4

Telecommunications Support Service

4.5

“The term ‘ telecommuni cations support services' means a product, software,
or service used by atelecommunications carrier for the internal signaling or

switching functions of its telecommunications network.”8

Telecommunications Carrier (Telecommunications Service

Provider)

“The term ‘ telecommunications carrier’ --

(A) means a person or entity engaged in the transmission or switching of wire
or electronic communications as a common carrier for hire; and

(B) includes--

(i) a person or entity engaged in providing commercial mobile service (as
defined in section 332(d) of the Communications Act of 1934 (47 U.S.C.
332(d))); or

(i) aperson or entity engaged in providing wire or electronic communication
switching or transmission service to the extent that the Commission finds that
such service is a replacement for a substantial portion of the local telephone
exchange service and that it isin the public interest to deem such a person or
entity to be a telecommunications carrier for purposes of thistitle; but

(C) does not include--

(i) persons or entities insofar as they are engaged in providing information
services, and

(ii) any classor category of telecommunications carriers that the Commission
exempts by rule after consultation with the Attorney General.” °

8.
9.

[1] at sec.102.
id.

6 4.4 Telecommunications Support Service
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Definitions from Title 18 United States Code

5.1

Content

5.2

“when used with respect to any wire, oral, or electronic communica-
tions, includes any information concerning the substance, purport, or
meaning of that communication.” 10

Electronic Communications

5.3

Pen Register

“any transfer of signs, signals, writing, images, sounds, data, or intelligence
of any naturetransmitted in wholeor in part by awire, radio, electromagnetic,
photoelectric, or photooptical system that affects interstate or foreign
commerce, but does not include--

(A) any wire or oral communication;
(B) any communication made through a tone-only paging device:
(C) any communication from atracking device....; or

(D) éectronic funds transfer information stored by afinancial institutionin a
communications system used for the electronic storage and transfer of

funds.” 11

5.4

“a device which records or decodes electronic or other impulses which
identify the numbers dialed or otherwise transmitted on the telephone line to
which such deviceisattached, but such term does not include any device used
by a provider or customer of awire or electronic communication service for
billing, or recording as an incident to billing, for communications services
provided by such provider or any device used by a provider or customer of a
wire communication service for cost accounting or other like purposesin the

ordinary course of its business.” 12

Trap and Trace

“a device which captures the incoming electronic or other impulses which
identify the originating number of an instrument or device from which awire

or electronic communication was transmitted” .13

10.
11.
12.
13.

[11] at sec. 2510 (8).
id. at sec. 2510 (12).
id. at sec. 3127 (3).
id. at sec. 3127 (4).

5 Definitions from Title 18 United States Code 7



6 Definitions and Assumptions from the FCC

6.1 Content of Subject-initiated Conference Calls

“Capability that permits a[n] LEA to monitor the content of conversations by
all parties connected via a conference call when the facilities under surveil-

lance maintain a circuit connection to the call.” 14

6.2 Location

“...inthewireless (cellular or broadband PCS) environment ... thelocation of
the cell site to which the mobile terminal or handset is connected at the

beginning and at the termination of the call.”*®

6.3 Packet Mode

“A communication whereindividual packetsor virtual circuits of acom-

munication within a physical circuit are switched or routed by the ac-
cessing telecommunication system. Each packet may take a different
route through the intervening network(s).” 16

See section 10.6.1.6 on page 25.

6.4  Timing Information

“...capability that permits a[n] LEA to associate call-identifying information
with the content of acall. A call-identifying message must be sent from the
carrier's |AP to the LEA’s Collection Function within eight seconds of
receipt of that message by the IAP at least 95% of the time, and with the call

event timestamped to an accuracy of at least 200 milliseconds.” 1

14. [8] at sec. VI. Appendix A: Final Rules 88 22.1102, 24.902 and 64.2202.
15. [8] at 1 45.

16. [9] at 9.

17. [8] at sec. VI. Appendix A: Final Rules 88 22.1102, 24.902 and 64.2202.

8 6 Definitions and Assumptions from the FCC
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Definitions and Assumptions from J-STD-02518

7.1

Associate

The following definitions and assumptions are from J-STD-025, Section 3
(Definitions and Acronyms) or Section 4.2.1 (Assumptions).

7.2

“A telecommunication user whose equipment, facilities, or services are
communicating with a subject.” 1°

Call-identifying Information

7.3

“Defined in CALEA Section 102 (2) to be *dialing or signaling information
that identifies the origin, direction, destination, or termination of each
communication generated or received by a subscriber by means of any
equipment, facility, or service of a[TSP].” As interpreted by this standard:
destination is the number of the party to which a cal is being made (e.g.,
called party); direction is the number to which a call is re-directed or the
number from which it came, either incoming or outgoing (e.g., redirected-to
party or redirected-from party); origin is the number of the party initiating a
cal (eg. caling party); and termination is the number of the party

ultimately receiving acall (e.g., answering party).”2°

“Call-identifying information is reasonably available if the information is
present at an Intercept Access Point (IAP) for call processing purposes. With
respect to the matters before the FCC the commission has provided the
following additional guidance: call-identifying information is ‘reasonably
available’ toaTSPif it ispresent at an intercept access point and can be made
available without the carrier being unduly burdened with network modifica-
tions. Network protocols (except LAESP) do not need to be modified solely
for the purpose of passing call-identifying information. The specific elements
of call-identifying information that are reasonable available at an IAP may
vary between different technologies and may change as technology

evolves.” 2! (footnote omitted.)

Communication

“Communication refers to any wire or electronic communication as defined
in 18 USC 2510."%

18.
19.
20.
21.
22.

JSTD-025 was originally published in February, 1998 asa TIA/T1 Interim Standard.

[9] at chapter 3.

id.

id. at chapter 4, sec 4.2.1.
id. at chapter 3.

7 Definitions and Assumptions from J-STD-025 9



7.4 Intercept Subject

“a telecommunication service subscriber whose communications, call-
identifying information, or both, have been authorized by a court to be
intercepted and delivered to an LEA. Theidentification of the subject is
limited to identifiers used to access the particular equipment, facility, or
communication service (e.g., network address, terminal identity, sub-
scription identity).” 23

7.5 Packet-mode

“a communication where individual packets or virtual circuits of a com-
munication within a physical circuit are switched or routed by the ac-
cessing telecommunication system. Each packet may take a different
route through the intervening network(s).” 4

7.6 Unobtrusive

“not undesirably noticeable or blatant; inconspicuous; within normal call

variances.” %

23. [9] at chapter 3.
24. id.
25. id.

10 7.4 Intercept Subject
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8 CALEA requirements?®

“Toinsure that law enforcement can continue to conduct wiretaps.” 2

8.1 SEC. 103. ASSISTANCE CAPABILITY REQUIREMENTS

“Capability Requirements. -- Except as provided in subsections (b)” B (c)”29

“and (d)”3° "of section 103 and sections 108(a)"3 “and 109(b)"3? “and

(d)” 33 «a telecommunications carrier shall ensure that its equipment, facil-
ities, or services that provide a customer or subscriber with the ability to

originate, terminate, or direct communications are capable of--" 34

8.1.1 Intercept Communications

“expeditiously isolating and enabling the government, pursuant to a court
order or other lawful authorization, to intercept, to the exclusion of any other
communications, al wire and electronic communications carried by the
carrier within a service area to or from equipment, facilities, or services of a
subscriber of such carrier concurrently with their transmission to or from the
subscriber’s equipment, facility, or service, or at such later time as may be

acceptable to the government;”

8.1.2 Access Call-identifying Information

“expeditiously isolating and enabling the government, pursuant to a court
order or other lawful authorization, to access call-identifying information that
isreasonably availableto the carrier--

(A) before, during, or immediately after the transmission of a wire or
electronic communication (or at such later time as may be acceptable to the
government); and

(B) in a manner that allows it to be associated with the communication to
which it pertains, except that, with regard to information acquired solely

26. [1] at sec.103.
27. [2] at 16. Legidlation.

28. [1] at sec.103(b) Limitations.

29. id. at sec.103(c) Emergency or Exigent Circumstances.

30. id. at sec.103(d) Mobile Service Assistance Requirements.

31. id. at sec.108(a) Grounds for Issuance.

32. id. at sec.109(b) Equipment, Facilities, and Services Deployed on or Before January 1, 1995.

33. id. at sec.109(d) Failure to Make Payment With Respect To Equipment, Facilities, and Services
Deployed on or Before January 1, 1995.

34. id. at sec. 103(a).
35. id. at sec. 103(a)(2).

8 CALEA requirements
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8.1.3

pursuant to the authority for pen registers and trap and trace devices (as
defined in section 3127 of title 18, United States Code), such call-identifying
information shall not include any information that may disclose the physical
location of the subscriber (except to the extent that the location may be deter-

mined from the telephone number);"?’6

Deliver Information and Communications to Law Enforcement

8.1.4

“delivering intercepted communications and call-identifying information to
the government, pursuant to a court order or other lawful authorization, in a
format such that they may be transmitted by means of equipment, facilities,
or services procured by the government to alocation other than the premises

of the carrier; and” 3’

Provide Privacy and Unobtrusive Interception

8.1.5

“facilitating authorized communications interceptions and access to call-
identifying information unobtrusively and with a minimum of interference
with any subscriber’s telecommunications service and in a manner that
protects-—-

(A) the privacy and security of communications and call-identifying infor-
mation not authorized to be intercepted; and

(B) information regarding the government’ s interception of communications
and access to call-identifying information.” 3

Provide Mobile Service Assistance

“Mobile Service Assistance Requirement.- A telecommunications carrier that
is a provider of commercial mobile service (as defined in section 332(d) of
the Communications Act of 1934) offering a feature or service that allows
subscribers to redirect, hand off, or assign their wire or electronic communi-
cations to another service area or another service provider or to utilize facil-
ities in another service area or of another service provider shall ensure that,
when the carrier that had been providing assistance for the interception of
wire or electronic communications or access to call-identifying information
pursuant to a court order or lawful authorization no longer has access to the
content of such communications or call-identifying information within the
service area in which interception has been occurring as a result of the
subscriber’ s use of such afeature or service, information is made available to
the government (before, during, or immediately after the transfer of such
communications) identifying the provider of a wire or electronic communi-

cation service that has acquired access to the communications.” 39

36.
37.
38.
39.

[1] at sec. 103(3)(2).
id. at sec. 103(a)(3).
id. at sec. 103(a)(4).
id. at sec. 103(d).

12 8.1.3 Deliver Information and Communications to
Law Enforcement
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Decryption Capability

8.1.7

“Encryption.-A telecommunications carrier shall not be responsible for
decrypting, or ensuring the government’s ability to decrypt, any communi-
cation encrypted by a subscriber or customer, unless the encryption was
provided by the carrier and the carrier possesses the information necessary to

decrypt the communication.” 40

Monitoring on TSP Premise During Emergency

8.1.8

“Emergency or Exigent Circumstances.- In emergency or exigent circum-
stances (including those described in sections 2518 (7) or (11)(b) and 3125 of
title 18, United States Code, and section 1805(¢) of title 50 of such Code), a
carrier at its discretion may comply with subsection [103](a)(3)[Delivery of
communication to law enforcement] by allowing monitoring at its premises

if that is the only means of accomplishing the interception or access.” 4

Specific Industry Design is Not Required

8.1.9

“ Thistitle does not authorize any law enforcement agency or officer-- (A) to
require any specific design of equipment, facilities, services, features, or
system configurations to be adopted by any provider of awire or eectronic
communication service, any manufacturer of telecommuni cations equipment,

or any provider of telecommunications support services.”*?

Industry Change is Not Prohibited

8.2

“This title does not authorize any law enforcement agency or officer-- (B) to
prohibit the adoption of any equipment, facility, service, or feature by any
provider of awire or electronic communication service, any manufacturer of
telecommunications equipment, or any provider of telecommunications

support services.”*3

Compliance with CALEA Assistance Capability Requirement
Under Accepted Standards

“Although CALEA does not specify technologies or standards that carriers

must useto meet the assistance capability requirements, it does contain a‘ safe

harbor’ provision. . a4

40.
41.

[1] at sec. 103(b)(3).
id. at sec. 103(c).

42. id. at sec. 103(b)(1).
43,
44. [4] a 14

id.

8 CALEA requirements 13



8.3

“Compliance under accepted standards - A telecommunications carrier shall
be found to be in compliance with the assistance capability requirements
under section 103, and a manufacturer of telecommunications transmission or
switching equipment or a provider of telecommunications support services
shall be found to be in compliance with section 106, if the carrier, manufac-
turer, or support service provider is in compliance with publicly available
technical requirements or standards adopted by an industry association or
standard-setting organization, or by the Commission under subsection (b), to

set the requirements of section 103.”4°

Alternative Compliance with CALEA Capability Requirement

“It is important to make clear the distinction between technology and
equipment that is ‘ CALEA-compliant’ and eguipment that is compliant with
TIA's interim standard [JSTD-025]. The term CALEA-compliant
technology refersto any technology that could be used to meet the assistance
capability requirements of section 103 of CALEA--whether it adheres to the
interim standard or not. Technology solutions based on the interim standard

arethusjust oneway for acarrier to comply with CALEA's requi rements.” 46

“...because }STD-025 isavoluntary standard, we [FCC] believe that forcing
carriersthrough aforbearance agreement to pledge that they will develop and
use equipment meeting J-STD-025 specifications might arguably go beyond
what Congress intended, thus undermining the use of the standard as a safe
harbor, and effectively nullifying the technical flexibility Congress sought to

preserve in sections 103(b)(1) and 107(a).” 4

“We [FCC] note ... that individual carriers are free to choose any technical
solution that meets the assistance capability requirements of CALEA,
whether based on an industry standard or not. Carriers, therefore, have some
degree of flexihility in deciding how they will comply with CALEA's section
103 requirements. See H.R.Rep. N0.103-827, 103rd Congress, 2d Sess, pt. 1,
at 3507 (1994) (‘Compliance with the industry standard is voluntary not
compulsory. Carriers can adopt other solutions for complying with the

capability requirements.’).” %8

“... However, compliance with CALEA's capability requirements is still

required even if a carrier chooses not to use publicly available standards. 49
In that case, the carrier would have to work with its equipment suppliers to
develop and deploy an alternative technical solution(s) that would meet the

capability requirements.” >0

45,
46.
47.

49.
50.

[1] at sec. (107)(a)(2).
[4] at footnote 40.

id. at 1 27.

[8] at footnote 7.

original footnote 14 references[1] at sec.107(a)(3)(B).

[4] at 4.
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8.4  Telecommunication Service Provider Security and Integrity

“A telecommunications carrier shall ensure that any interception of commu-
nications or access to call-identifying information effected within its
switching premises can be activated only in accordance with a court order or
other lawful authorization and with the affirmative intervention of an
individua officer or employee of the carrier acting in accordance with regula-

tions prescribed by the Commission.”®!

“Therefore, CALEA prohibits law enforcement agencies from remotely
activating interceptions within a carrier’s switching premises. Under
CALEA, al interceptions require the intervention and cooperation of adesig-

nated and authorized carrier officer or empl oyee."52

8.5 Consultation with Industry

“Consultation. - To ensure the efficient and industry-wide implementation of
the assistance capability requirements under section 103, the Attorney
General, in coordination with other Federal, State, and local law enforcement
agencies, shall consult with appropriate associations and standard-setting
organizations of the telecommunications industry, with representatives of
users of telecommunications equipment, facilities, and services, and with

State utility commissions.” 53 (Footnote omitted)

51. [1] at sec. 105.

52. [3] at 121 and [6] for further information.

53. [1] at sec. 107(a)(1).
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9 CALEA Does Not Have Requirements For:>*

“Information services; private networks and interconnection services and
facilities.- The requirements of subsection [103](a) do not apply to (A) infor-
mation services’.

9.1 Information Services

“(A) means the offering of a capability for generating, acquiring, storing,
transforming, processing, retrieving, utilizing, or making available infor-
mation viatelecommunications; and (B) includes- (i) a service that permits
acustomer to retrieve stored information from, or file information for storage
in, information storage facilities; (ii) electronic publishing; and (iii) electronic
messaging services.” %°

“The term ‘information services' includes messaging services offered
through software such as groupware and enterprise or personal messaging
software, that is, services based on products (including but not limited to
multimedia software) of which Lotus Notes (and Lotus Network Notes),
Microsoft Exchange Server, Novell Netware, CC: Mail, MCI Mail, ... and
AT&T Easylink (and associated services) are both examples and precursors.
It is the Committee’s intention not to limit the definition of ‘information
services' to such current services, but rather to anticipate the rapid devel-
opment of advanced software and to include such software services in the
definition of ‘information services'. By including such software-based
electronic messaging services within the definition of information services,

they are excluded from compliance with the requirements of the bill.” 6

“The legidative history of CALEA makes clear that the requirements of
CALEA do not necessarily apply to al offerings of a carrier. The House
Report states: ‘[Clarriers are required to comply only with respect to services
or facilities that provide a customer or subscriber with the ability to originate,
terminate, or direct communications.’®>’ We [FCC] therefore find that an
entity is a telecommunications carrier subject to CALEA to the extent it

offers, and with respect to, such services.” 58

9.2 Private Networks and Interconnection Services

“... equipment, facilities, or servicesthat support the transport or switching of
communications for private networks or for the sole purpose of intercon-

necting telecommunications carriers.” 9

54. [1] at sec 103(b)(2).

55. id at sec. 102(6).

56. [2] at 21.

57. original footnote 26 references[2] at 21.
58. [7] at T 11.
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“...CALEA does not apply to private network services: [T]elecommunica-
tions services that support the transport or switching of communications for
private networks or for the sole purpose of interconnecting telecommunica-
tions carriers...need not meet any wiretap standards. PBXs are excluded. So
are automated teller machine (ATM) networks and other closed networks.
Also excluded from coverage are all information services, such as Internet

service providers or services such as Prodigy and America-On-Line.” €0

59. [1] at sec.103(b)(2)(B).
60. [7] at 712.
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10 FCC Requirements

10.1 Packet Mode

Below is information taken from the FCC notices, reports, and orders. The
following requirements from FCC 99-230 cc Docket No. 97-213 includes
those that were not vacated and remanded to the FCC by the United States
Court of Appeals for the District of Columbia Circuit No. 99-1442 decided
August 15, 2000. The four vacated requirements were reinstated by the FCC
in[12] and can be found in Section 10.6 “ Requirements from FCC Order on
Remand, released 4/11/02”

“...We[FCC] areawarethat packet-modetechnol ogy israpidly changing, and
that different technologies may require differing CALEA solution for
separating call-identifying information from call content. We a so recognize
that we must avoid implementing CALEA requirements that could impede

the development of new technologies...” 61

“...We[FCC] believe that further efforts can be made [in J-STD-025] to find
way's to better protect privacy by providing law enforcement only with the

information to which it is lawfully entitled....” 62

10.1.1 Background and Discussion

“The Further NPRM noted that packet data and packet-switching technology
are potentially usable for both information services and telecommunications
services, but that such technology is subject to CALEA requirements only to
the extent it is used to provide tel ecommunications services, and not for infor-
mation services. The Further NPRM also noted that privacy concerns could
be implicated if carriers were to give to LEAS packets containing both call-
identifying and call content information when only the former was autho-

rized....” %3

“We [FCC] find that the approach taken with regard to packet-mode commu-
nications in J-STD-025 raises significant technical and privacy concerns. ...
We are aware that packet-mode technology is rapidly changing, and that
different technologies may require differing CALEA solutions for separating
call-identifying information from call content. We aso recognize that we
must avoid implementing CALEA requirementsthat could impede the devel-
opment of new technologies. We do not believe that the record sufficiently
addresses packet technologies and the problems that they may present for
CALEA purposes. For example, some packet technologies (e.g., framerelay,
ATM, X.25) are connection oriented--i.e., thereare call set-up and take-down
processes, similar to those used in circuit switched voice networks, whereby
addressing information is made available to the carrier separate from and
before call content is transmitted. Other packet technologies (e.g., internet

61. [8] at 755.
62. id.
63. id. at 148.
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protocol based solutions) would not be processed this way. We believe that
further efforts can be made o find ways to better protect privacy by providing
law enforcement only with theinformaiton towhichitislawfully entitled. We
notethat TIA recomments further sudy of the matter. Accordingly, we invite
TIA to study CALEA solutions for packet-mode technol ogy and report tot he
Commission in one year on steps that can be taken, including particular
amendments to J-STD-025, that will better address privacy concerns. In the
interim, we find that packet-mode communications, including call-identi-
fying information and call content, may be delivered to law enforcement

under the interim standard.®* Further, we are herein requiring that packet-
mode communi cations be delivered to LEAS under that standard no |ater than
September 30, 2001. That date is 15 months after the June 30, 2000 CALEA
compliance deadline, and will afford manufacturers that have not yet

developed a packet-mode capability the time needed to do so.”°

10.2 Timing Information

“Capability that permitsan L EA to associate call-identifying information
with the content of acall. A call-identifying message must be sent from
the carrier’ s|APto the LEA’ s Collection Function within eight seconds
of receipt of that message by the |AP at least 95% of the time, and with
the call event timestamped to an accuracy of at least 200 millisec-
onds.”6°

10.2.1 Background and Discussion

“Specificaly, because we [FCC] find it to be a reasonable compromise
between the DoJFBI and TIA proposals, we will adopt the DoJFBI proposal
that the event be defined as the time the cal-identifying information is
received at the IAP and TIA's proposal that thisinformation, including atime
stamp, be transmitted to the LEA's Collection Function within eight seconds
95% of thetime, and that the time stamp be accurate within 200 milliseconds.
Wefindthat TIA's proposal to definethe event asthetimethe call-identifying
message is detected by the Delivery Function to be insufficient because in
some circumstances this message might not be detected by the Déelivery
Function until well after it was received at the IAP. However, we find the
DoJFBI proposal for delivery of the message from the IAP to the LEA's
Collection function within 3 seconds 99% of the time with 100 millisecond
accuracy to be overly stringent and possibly excessively costly to carriers
given the various network designs used by carriers in different services
applying this requirement. Accordingly, we will require that delivery of a
call-identifying message be transmitted to the LEA's Collection Function
within eight seconds of its receipt by the IAP 95% of the time, and with an

accuracy within 200 milliseconds.” 7

64. [8] at 1 55 original footnote 107 “We [FCC] recognize that call identifying information for packet
technologies also may be acquired from the carrier’ s records.”

65. id. at 7 55.

66. [8] at section VI. Appendix A: Final Rules § 22.1102, §§ 22.902, and 64.2202.

67. [8] at T 96.
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10.3

Content of Subject-initiated Conference Calls

10.3.1

“Capability that permits an LEA to monitor the content of conversations by
all parties connected via a conference call when the facilities under surveil-

lance maintain a circuit connection to the call.” %8

Background and Discussion

“...When the subject puts the conference call on hold, the subject’s circuit to
the conference call is maintained within the carrier’s network (usually at the
subscriber’ s serving switch), thus allowing the subject to rejoin easily the call
without having to reinitiate the circuit. In this case, we [FCC] find that the
communication continues to or from the equipment, facility or service of the
subscriber, and thus the carrier also must provide the content of the commu-
nication among the other parties to the conference call.... however, we
conclude that the carrier does not have to provide access to the content of the
communication between a participant of the conference call other than the
subject and any person with whom that participant speaks on an alternative

line....” 69

“We [FCC] reach a different conclusion when the subject terminates his
circuit connection to the conference call. In this case, the communication
between other participants no longer isto or from the subscriber's equi pment,
facilities, and services, and may no longer even be "carried by the carrier
within a service area" to or from the subscriber of the carrier, pursuant to

section 103(a) and (d).70 This is especialy true with conference bridges
located in remote switches of other carriers. We conclude that it is not
reasonable to require the carrier to provide at its | AP the communications of
other parties continuing on the conference call after the subject terminates his
circuit connection to the call because to do so would not be a cost-effective
method of implementing the conference call intercept and may not protect the
privacy and security of communications not authorized to be intercepted,
pursuant to section 107(b).”* We recognize, as DoJFBI acknowledge, that
if the subject arrangesfor a"meet me" conference bridge, the LEA will need
a [separate] Title Il order to cover the communication of the conference
bridge. Under those circumstances, the carrier that provides the conference

bridge should provide an IAP to the LEA.” 2

68.
69.
70.

71.

id. at section V1. Appendix A: Final Rules 8 22.1102, §8 22.902, and 64.2202..
id. at 1 66.

id. at 167 original footnote 128 “ Section 103(d) requires that when a commercial mobile service carrier
conducting a lawful interception of wire and electronic communications loses ‘ access to the content of
such communications or call-identifying information within the service area ..., information is made
availableto the government ... identifying the provider of awire or electronic communication service that
has acquired access to the communications™.

[8] at 167 original footnote 129 “We [FCC] recognize that some multi-party calls may be bridged within
the subscriber’ s serving switch, and thus may continue to be within the service area, pursuant to section
103 (a) and (d). Nonetheless, we will not require acarrier to provide the communications of other parties
continuing on the call after the subject terminates his connection because to do so may not protect the
privacy and security of communications not authorized to be intercepted.”
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“We [FCC] dso note that the equivalent location information in the wireless
(cellular or broadband PCS) environment appearsto be the location of the cell
sites to which the mobile terminal or handset is connected at the beginning

and at the termination of the call...” "> “We will not, however, mandate a
location tracking capability in this proceeding.... We believe that a more
generalized capability that will identify only the location of a cell site, and
only at the beginning and termination of the call, will give LEAs adequate
information....Accordingly, as had been agreed to by both DoJ/FBI and the
telecommunications industry, we mandate a location capability that will

identify cell site location at the beginning and termination of acall.” "

72. id. at 1 67.
73. id. at 145.
74. id. at 146.
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10.5 Capabilities Must Fall Within the Provisions of CALEA

The Third Report and Order released, August 31, 1999, discussed three
messages requested by law enforcement due to alleged deficienciesin J-STD-
025. The FCC devised a test to determineif messages arewithin CALEA and
after applying the test (described in the following paragraph) to all three
messages (the Feature Satus message, the Surveillance Satus message, and
the Continuity Check Tone message) determined they did not meet CALEA
and therefore are not required.

The FCC test states that to be required under CALEA, the information such
a feature would provide would identify the ‘ origin, direction, destination , or
termination’ of each communication (e.g., call-identifying information), or
be required under section 103(a), the assistance capability requirements.

* (1) expeditioudly isolating the content of targeted communications
transmitted by the carrier within its service areas;

* (2) expeditiously isolating information identifying the origin and
destination of targeted communications;

* (3) transmitting intercepted communication and call-identifying
information to law enforcement agencies at locations away from
the carrier’ s premises; and

* (4) carrying out intercepts unobtrusively, so that targets are not
made aware of the interception, and in a manner that does not
compromise the privacy and security of other communications).

10.5.1  Surveillance Status Message

“Discussion: CALEA requires carriersto ensure that authorized wiretaps can
be performed in an expeditious manner, and we [FCC] believe that a surveil-
lance status message could assist carriers and LEAs in determining the status
of such wiretaps. We conclude, however, that a surveillance status message
does not fall within any of the provisions of section 103. We do not believe
that it is call-identifying information as defined by CALEA, since the infor-
mation such afeature would provide would not identify ‘the origin, direction,
destination, or termination of each communication.” Nor does a surveillance
status message appear to be required under section 103(a)(1), sinceitisnot a
wire or electronic communications carried on a carrier’s system. Nor are we
persuaded by the FBI’s interpretation that a surveillance status message is
required by CALEA’s direction that a carrier ‘shall ensure’ that its system is
capable of meeting the section 103 (a) requirements. Rather, we note that the
Act expressly states ‘a telecommunications carrier shall ensure that its
equipment, facilities, or services.... are capable of’ intercepting communica-
tions and allowing LEA access to call identifying information. We interpret
the plain language of the statue to mandate compliance with the capability
requirements of section 103(a) but not to require that such capability be
proven or verified on acontinual basis. Ensuring that awiretap is operational
can be done in either atechnical or non-technical manner, and section 103(a)
does not include ‘ensurance’ as a capability. Thus we conclude that the
surveillance status punch list item is not an assistance capability requirement

under section 103..." ™ (Footnotes omitted.)
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10.5.2  Continuity Check Tone Message

“...the plain language of the statue mandates compliance with the capability
reguirements of section 103(a), but does not require that such capability be
proven or verified on a continua basis.... Thus (as with the case of surveil-
lance status messages) we [FCC] conclude that the continuity check tone
punch list item is not an assi stance capability requirement under section 103,
nor does it fall within CALEA’s definition of call-identifying infor-

mation”....”®

10.5.3 Feature Status Message

“This technical requirement would require a carrier to notify the LEA when
specific subscription-based calling services are added to or deleted from the
facilities under surveillance, including when the subject modifies capabilities
remotely through another phone or through an operator. Examples of such
services are call waiting, call hold, three-way calling, conference calling, and

call return.”” Also the carrier would be required to notify the LEA if the
telephone number of the facilities under surveillance was changed or service

was disconnected....” 78

“...First we [FCC] believe it is clear that feature status messages do not
congtitute call-identifying information since the information such a feature
would provide would not identify ‘the origin, direction, destination, or termi-
nation of each communication’....Further, feature status messages do not
appear to be required under section 103(a)(1) because they are not wire or
electronic communications carried on a carrier’s system....\We reiterate that
the plain language of the Act mandates compliance with the assistance
capability requirements of section 103(a). but does not require carriers to
implement any specific quality control capabilitiesto assist |aw enforcement.
The information sought by DoJFBI in a feature status message can be
provided in either a technical or non-technical manner, and section 103(a)

does not include ‘ensurance’ itself as a capability....”°

75. [8] at 101
76. id. at 1 106.

77. id. at 1107 footnote 209. “We [FCC] note that some services, such as call return, are available on either
asubscription or per-call basis. DoJFBI assert, however, that the availability of per-call featuresisirrel-
evant to their petition and that they do not seek to require carriers to notify aln] LEA of a subscriber’s
use of these features. They explained that carriers should simply alert aln] LEA to the assignment or
removal of features that can affect call content or call-identifying information from aline under surveil-
lance. They conclude that, ‘[a]s a practical matter, law enforcement will know in advance what per-call
features a particular carrier makes available to its subscribers, and will have collected enough infor-
mation to predict the...likely use of such features, before initiating an intercept, and will be able to order
the appropriate number of call content and call data channels based on thisinformation’...”

78. id. at 107.
79. id. at 1111
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10.6

Requirements from FCC Order on Remand, released 4/11/02

10.6.1

The list of requirements from FCC 02-108 cc Docket No. 97-213 includes
those that wer e vacated by the United Sates Court of Appealsfor the District
of Columbia Circuit no. 99-1442 decided August 15, 2000. The four require-
ments, as described in J-STD-025A are: ‘conference party change/
connection/connection break’, ‘ subject signal’, ‘ network signal’, and dialed
digit extraction’. The FCC terminology for these four requirements as
described in FCC 02-108 are ‘Party Hold/Join/Drop Messages', ‘ Subject-
Initiated Dialing and Sgnaling Information’, In-Band and Out-of-Band
Sgnaling Information’, and ‘ Dialed Digit Extraction’.

Definitions

10.6.1.1

Destination

10.6.1.2

“A party or placeto which acall is being made (e.g. the called party).”&

Dialed Digit Extraction

10.6.1.3

“This capability would require the telecommunications carrier to provide to
the LEA on the call data channel the identity of any digits dialed by the
subject after connecting to another carrier’s service (also known as post-cut-

through digits).”81 “In order to respond to the appropriate legal authority, a
carrier must have the ability to turn on and off the dialed digit extraction

capability.”82

Direction

10.6.1.4

“A party or place to which a call is re-directed or the party or place from
which it came, either incoming or outgoing (e.g., a redirected-to party or

redirected-from party).” 83

In-Band and Out-of-band Signaling Information

“This capability would enable a telecommunications carrier to send a notifi-
cation message to the LEA when any call-identifying network signal (e.g.,
audible ringing tone, busy, call waiting signal, message light trigger) is sent
to a subject.”84

80.
81.
82.
83.

[12] at Appendix A: Final Rules §22.1102.
id. at 7 66.

id. at 1 90.

id. at Appendix A: Final Rules §22.1102.
id. at 114.
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10.6.1.5 Origin
“A party initiating acall (e.g., acalling party) or aplace fromwhich acall is
initiated.” &
10.6.1.6 Packet Mode
“We [FCC] recognize that call identifying information for packet technol-
ogies also may be acquired from the carrier's records’ 86
See section 6.3 on page 8.
10.6.1.7 Party Hold/Join/Drop Messages
“This capability would permit the LEA to receive from the telecommunica-
tions carrier messagesidentifying the partiesto aconference call at all times.”
87
10.6.1.8 Subject-Initiated Dialing and Signaling Information
“This capability would permit the LEA to be informed when a subject sends
signals or digits to the network.”&8
10.6.1.9 Termination
“A party or place at the end of a communication path (i.e., the called or call-
receiving party, or the switch of a party that has placed another party on
hold).”8°
10.6.2  Conference Party Change/Connection/Connection Break (Party Hold/
Join/Drop)
“This capability would permit the LEA to receive from the telecommunica-
tions carrier messages identifying the parties to a conference cal at all
times.” %0
10.6.2.1 Background and Discussion
“We [FCC] conclude that, under our revised definitions of the components of
call-identifying information, party hold/join/drop information is call-identi-
85. [12] at Appendix A: Final Rules §22.1102.
86. id. at 155 footnote 107.
87. [12] at 1 94.
88. id. at 1104.
89. id. at Appendix A: Final Rules §22.1102.
90. [12] at 11 94.
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10.6.3

fying information because it identifies changes in the origin(s), and termina-
tions(s) of each communication generated or received by the subject.” 9

“Accordingly, in view of the fact that we conclude that party hold/join/drop
information constitutes call-identifying information and that authorizing a
party hold/join/drop electronic surveillance capability would be in
conformance with Section 107(b) of CALEA, we find that a party hold/join/
drop capability is atechnical requirement that meets the assistance capability

reguirements of Section 103 of CALEA.” 92

Subject Signal (Subject-Initiated Dialing and Signaling Information)

10.6.3.1

“This capability would permit the LEA to be informed when a subject sends
signalsor digitsto the network. This capability would require the telecommu-
nications carrier to deliver a message to the LEA, for each communication
initiated by the subject, informing the LEA whenever the subject hasinvolved
a feature during a call, including features that would place a party on hold,

transfer acall, forward a call, or add/remove a party to acall.” 93

Background and Discussion

“We [FCC] find that authorizing a subject-initiated dialing and signaling
electronic surveillance capability would be in conformance with Sections
102(2) and 103(a) of CALEA. We conclude that this capability constitutes
call-identifying information because it provides information regarding the
party or place to which aforwarded call is redirected and because it provides
information regarding awaiting calling party.” “We note that there are some
functionsthat are sometimes performed by the network and that at other times
are performed by customer premises equipment. When customer premises
equipment is used to perform any of the functions described herein and no
network signal is generated, that information is not reasonably availableto a

carrier, and thusis not required to be provided.”94

“...while there may be some overlap between a subject-initiated dialing and
signaling information capability and other punch list capabilities, it appears
that a subject-initiated dialing and signaling information capability provides
some unique call-identifying information; e.g., this capability would permit
a[n] LEA to know when services such as call forwarding and call return are
being used by the subject.” %

91.
92.
93.
94.
95.

id at 7 98.

id at 7 103.
[12] at 1 104.
id at 7 108.
id at 7 109.
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10.6.4  Network Signal (In-Band and Out-of-Band Signalling Information)

“This capability would enable a telecommunications carrier to send a notifi-
cation message to the LEA when any call-identifying network signal (e.g.,
audible ringing tone, busy, call waiting signal, message light trigger) is sent
to a subj ect.”%

10.6.4.1 Background and Discussion

We [FCC] find that authorizing in-band and out-of-band signaling infor-
mation el ectronic surveillance capability for call-identifying information that
is based on network signals that originate on carriers: own networks would
bein conformance with Sections 102(2) and 103(a) of CALEA. Whilecertain
types of signals used by carriers for supervision or control do not trigger any
audible or visual message to the subscriber and are therefore not call-identi-
fying information, other types of signals, such asringing and busy tones - are
call-identifying information under out revised definitions because they

convey information about the termination of acall.”%’

10.6.5 Dialed Digit Extraction

“This capability would require the telecommunications carrier to provide to
the LEA on the call data channel the identity of any digits dialed by the
subject after connecting to another carrier’ s service (also known as ‘ post-cut-

through digits’). «98

10.6.5.1 Background and Discussion

“As DoJFBI state, the applicability of the pen register statue to post-cut-
through dialed digits has been disputed in the comments to this proceeding,
and the Court noted that this issue has yet to be resolved.” “... DoJFBI
contend, we can further CALEA’s privacy considerations by requiring
carriers to have the capability to turn off dialed digit extraction and refining
the dialed digit extraction requirement if technology is subsequently
developed that distinguishes between port-cut-through digits that are ‘call-

identifying’ and those that are content.” %

“... DoJFBI contend that the pen register minimization provision in 18
U.S.C. § 3121 (c) does not preclude LEAs from recording and decoding post

cut-through digits that are used in call processi ng.loo

“We [FCC] find that the situation with respect to a dialed digit extraction
capability parallels the situation with respect to a packet-mode communica-

9. idat 1114.
97. [12] at 7 119.
98. id at 1 66.
99. idat 173.

100.id at 1 74. Original footnote 190 “ The statute requires LEAsto use ‘reasonable[sic] available’ technology
to restrict recording and decoding to the dialing and signaling information used in call processing.”
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tions capability. In each instance, it is clear that LEAS possessing a Title 111
order may receive content information, but it is unclear whether LEAS
possessing only a pen register warrant may receive such information. Aswith
any other information provided by a CALEA capability, aln] LEA must

obtain the proper legal authority from the court.” 01« a plain reading of the
legidative history suggests that Congress thought that LEAs would
sometimes obtain call content and that it placed the burden on LEAS (as

opposed to carriers) to use technology to restrict the information that the pen

register captures to dialed digits that are “ call-identifying” .19

“In order to respond to the appropriate legal authority, acarrier must havethe
ability to turn on and off the dialed digit extraction capability. DoJFBI noted
that ‘many’ of the software upgrades they negotiated ‘include the capability
for carriersto toggleindividual punch list capabilities on or off,” and identify
the toggle feature as a means of adding dialed digit extraction as a network
capability, but allowing a carrier not to use that capability (i.e., turn it off) if
the carrier has reservations about the legal basis for providing post-cut-

through digits.1%

101.id at 1 85.
102.id at 1 87.
103.[12] at 7 90.
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